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Send Us Your Comments

Oracle Retail Dynamic Data Service Guide, Release 19.0.000

Oracle welcomes customers' comments and suggestions on the quality and usefulness
of this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

= Did you understand the context of the procedures?

» Did you find any errors in the information?

= Does the structure of the information help you with your tasks?

= Do you need different information or graphics? If so, where, and in what format?
= Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell
us your name, the name of the company who has licensed our products, the title and
part number of the documentation and the chapter, section, and page number (if
available).

Note: Before sending us your comments, you might like to check
that you have the latest version of the document and if any concerns
are already addressed. To do this, access the new Applications Release
Online Documentation CD available on My Oracle Support and
www.oracle.com. It contains the most current Documentation Library
plus all documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.






Preface

The Dynamic Data Service (DDS) Guide describes the integration and configuration
information for Oracle Retail Dynamic Data Service.

Audience

This guide is for:

= Systems administration and operations personnel

= Systems analysts

= Integrators and implementers

= Business analysts who need information about Product processes and interfaces
Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:

https://support.oracle.com

When contacting Customer Support, please provide the following;:

s Product version and program/module name

s Functional and technical description of the problem (include business impact)
= Detailed step-by-step instructions to re-create

= Exact error message received

= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 19.0.000) or a later patch release (for example, 19.0.001). If you are installing
the base release and additional patch releases, read the documentation for all releases
that have occurred since the base release before you begin installation. Documentation
for patch releases can contain critical information related to the base release, as well as
information about code changes since the base release.
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Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in
the case of Data Models, to the applicable My Oracle Support Documentation
container where they reside.

This process will prevent delays in making critical corrections available to customers.
For the customer, it means that before you begin installation, you must verify that you
have the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.ht

ml

An updated version of the applicable Oracle Retail document is indicated by Oracle
part number, as well as print date (month and year). An updated version uses the
same part number, with a higher-numbered suffix. For example, part number
E123456-02 is an updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all
previous versions.

Oracle Retail Documentation on the Oracle Technology Network
Oracle Retail product documentation is available on the following web site:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.ht
ml

(Data Model documents are not available through Oracle Technology Network. You
can obtain these documents through My Oracle Support.)

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

Xii



1

Introduction

This chapter gives a brief introduction to the Dynamic Data Service Web Application.

What is DDS?

Dynamic Data Service (DDS) is a cloud based web application with functionality to
remotely interact with databases. It has the ability to interact with many schemas at
once in a database. The functionality also has the ability to interact with different
databases as well.

Data can be viewed and modified through the application. It also has security built
into it to restrict data access and modification.

Dynamic Data Service provides access to data in a database through RESTful services.
Users can perform CRUD operations on the data using RESTful services. From a
security perspective, access to data can be restricted to users at the table, column and
row level.

Dynamic Data Service allows users to access data from any configured databases the
time of install. Dynamic Data Service UI provides functionality to setup the security
and perform CRUD operations on the data.

Need for DDS

DDS is useful for exposing data in a schema with data that is not directly visible to the
user. Good examples for this would be a back-end schema of other Oracle applications.
Any data that is not exposed by these applications can be viewed using DDS because
users cannot connect to database schemas, from a cloud environment, using standard
database tools without proper permissions.

Functionality Offered

DDS offers various functionality regarding databases. It can connect to various
database connections. The application then discovers the schema inside the databases
and allows the user to work and interact with the tables and data within the tables.
The high level list of functionalities offered:

= Schema Discovery

= Viewing Table Definition

s Querying table data

s Creation, modification and deletion of records

= Bulk Updates and Deletion of data in tables
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Accessibility

= Security setup for limiting data access and modification

Accessibility

Oracle JET components have built-in accessibility support that conforms with the Web
Content Accessibility Guidelines version 2.0 at the AA level WCAG 2.0 AA),
developed by the World Wide Web Consortium (W3C).

Accessibility involves making your application usable for persons with disabilities
such as low vision or blindness, deafness, or other physical limitations. This means, for
example, creating applications that can be:

= Used without a mouse (keyboard only).

= Used with assistive technologies such as screen readers and screen magnifiers.
= Used without reliance on sound, color, animation, or timing.

DDS provides the ability to support the above accessibility in the applications.

Users should be able to navigate to all parts and functions of the application using the
Tab and arrow keys, without using any keyboard shortcuts. In addition to that,
keyboard shortcuts merely provide an additional way to access a function quickly.

Keyboard shortcuts provide an alternative to pointing devices for navigating the page.
There are five types of keyboard shortcuts that can be provided in OJET applications:

» Tab traversal, using Tab and Shift+Tab keys: Moves the focus through Ul elements
on a screen.

»  Accelerator keys (hot keys): bypasses menu and page navigation, and performs an
action directly, for example, Ctrl+C for Copy.

»  Access keys: Moves the focus to a specific Ul element, for example, Alt+F for the
File menu.

s Default cursor/focus placement: Puts the initial focus on a component so that
keyboard users can start interacting with the page without excessive navigation.

= Enter key: Triggers an action when the cursor is in certain fields or when the focus
is on a link or button.
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Installation Prerequisites

This chapter describes the procedure to install the Weblogic 12¢ runtime and deploy
the tool's EAR file. For more information about domain creation and other server
related information, see the WebLogic application server documents.

Installation and Setup Instructions

This section describes the installation and setup instructions including the installation
pre-requisites, preparing the WebLogic server, creating a WebLogic domain, verifying
installation of JRF runtime libraries and deploying the EAR file. It also describes
guidelines to set up security.

Note: The windows included in the following procedures are for
example purposes only. Because these procedures must be followed
for each application, valid values vary. Therefore, consider the
illustrations as guides only; the values shown may not always apply.

Prerequisites

DDS Web Application requires Oracle WebLogic Server 12¢ (12.2.1.3.0), built with Java
8 (JDK 1.8 64 bit with the latest security updates).

Installing WebLogic

To get the JRF runtime option while creating the domain, install the Application
Development Runtime. To obtain Application Development Runtime, go to the Oracle
Technology Network and take the following steps:

1. Find fmw_12.2.1.3.0_infrastructure_Disk1_1lofl.zip and download this file to your
system.

2. Extract the contents of this zip file to your system. You will use the fmw_
12.2.1.3.0_infrastructure jar file to run the installer.

3. Run the installer by executing the jar file:
java jar fmw_12.2.1.3.0_infrastructure.jar

The Welcome window displays.

Installation Prerequisites 2-1



Installing WebLogic
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Copyright © 1996, 2017, Oracle and/or o3 affiliates. AN rights reserved

Lelo Best > Cancel

4. Click Next. The Auto Updates window displays. Select the appropriate option.

L ] Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 2 of 8

Auto Updates _ORACLE
FUSION MIDDLEWARE

Welcome

Auts Updates * Skip futo Updates

ingtallation fipe Select patches from girectory

installavon Type

Precequesite Checks

——g =

Search My Oracle Suppert for Updates

=

mﬂ-lw Summany
Lo

Help <Back | Net> | Cancel

5. Click Next. The Installation Location window displays. Click Browse to select the
Oracle Home location where the WebLogic Server is to be installed.
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Installing WebLogic
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6. Click Next. The Installation Type window displays. Select the type of installation.
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Weblogec Evaluation Database 1221 30

= Open Source Components h
Fusion Middieaare Maven Support 1221 3.0

S IPF and Enterprise Manager
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5 Orache Automatic Diagnostic Repository Feature 5ot Croup

€
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7. Click Next. The installer performs the pre-requisite checks and ensures all
required conditions are satisfied.
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@ - Oracle Fusion Middl 12¢ Inf il -StepSof 9
Prerequisite Checks _ORACLE
FUSION MIDDLEWARE
Y Welggme
v Aute Updates 100% |
# Installation Locaton
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8. When the pre-requisite check completes successfully, click Next. The Security
Updates window will display. Enter the information as required.

L Oracle Fusion Middl 12¢ Inf llation - Step & of 9
ORACLE
Security Updates —_————
FUSIGN MIDOLEWARE
v Walcome i
v Auts Updates
1'. Inytallgtion Locatign
1'. Ingtaigtion Tvpy Previde your emnail address to be informed of security imaves. inatall the preduct $
L — and indiste corfiguration manager Yirm detaily e
v Zracequisite Checky
Emad
¥ Securky Updates B ameme o s f s onm o My Or sk et arvuad s
v lostellgbion Summpry
L w | ivh to recesss security updates via My Oracle Suppert
My Qracle Suppen Passmard
Help = Back Beat > Cancel

9. Click Next. The Installation Summary window displays.
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= Festure Sets to Install

(=] Oracle Fusion Middleware 12c Infrastructure Installation - Step 6 of 8 (&l
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10. Click Install. The Installation Progress window displays.

L J Oracle Fusion 12¢ -StepBol 9

ORACLE

Installation Progress e

Prepare

Copy

Generating Libraries
Performing String Substtutions
Linkang
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Post inatall scripts
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Hardware and Software

uﬁ_ . Engineered to Work Together
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11. Click Next when the installation completes. The Installation Complete window

displays.
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[] Oracle Fusion 12c -StepBof B
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Creating the Required Schema Using Repository Creation Utility

To create a schema user for the dynamic_data_service domain, take the following
steps:

1. Run the RCU from the <MW_HOME?> /oracle_common/bin folder. The Welcome
window displays.

s Repository Creation Utility - Step 1 of 8

ne
Repository Creation Utility waDmpAC Lli‘ ! i‘
MIDOLE W)

© Wakcome 1o Bepocitory O y 1221 3.0 for Ovache Fusion Middieware.

« Wekome

The Bepotasey Creation |
racie Fuzson Meadiesare

¥OU 19 Creule and Grop SMADAES LR kT TR e requared for

Copyright © 1996,2017, Grache wnd/or ity ifdates. AR rights reserved

Hew pen > Cange

2. Click Next and select the Create Repository option.
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- Welcome - Step 2 of 8

Repository Creation Utility DQACLE.“
FUSION MIDDUEW

v Welcome

o Create Repoaits
w Create Repasitery & P
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v Sal mecngn * Systern Load and Product Load
w Sthema Pasamards :
v Map Tablespaces

Prepare Scripts for System Load
v Summary "

Perform Product Load

Drep Repository
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3. Click Next. Enter the database credentials where the schema user has to be

created.
Welcome = Step 3 of 8
Repository Creation Utility _."C". 2 3;"."“:.. '-f_
Wi oA Qetebese Tyve Gracle Database -
. Crzate Sesasstery
+ Database Conmection Det p—
T ———
w Sihama Pasimerds
v Mas Tablessaces - —
v Summane
Sersce Nama
w name
N 1
Bole SYSDBA -
() o m— D
et = pack | peat = Cancel

4. Click Next. Specify the prefix to be used for the schema user creation. For example,
INT. Select Metadata Services, WebLogic Services, and Oracle Platform Security
Services.
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Welcome - Step 4 of 8

Repository Creation Utill _ORACLE
B FUSEIN MIGDLE WARE
 Spechy 8 ureque pref for i schemas crested in s SESSISn 55 you Can eatily lscate reference.
T Wiliome and manage the sihemay later
T Lreate Bepoasary
y Gatabase Cennecuen Celads Seledt eusting prefin
w Select Components 5 Croste new proh -
T Schema Pasanscds -
Hao Tablescaces
T ¢ Schems Owner
T = [=E0racle A% Repostory Components
=EBAs Common Schemas
"
[Boracle Platform Secunty Servces
BUser Messaging Serice INT_LaS.
Baudn Servces
Audit Serdces Append
Audt Seraces Viewer
BMetadata Senices INT_MDS
Bweblogic Services INT_wLS
[
Help < Back | pest > Cancel

5. Click Next. Specify the password.

L ] Welcome - Step 5 of 8

Repository Creation Utility _ORASLE m

« Define passwerds for main and awdliary schema users.

T

S Creats Aspesgary + Use same passwsrds for all schemas

T Database Connection Detads Eassmord

T Select Components i
T Schema Passwords

v I Contiem Passmord. [0

 d Sumnmary

Use man schems passwords for sumkary schemas

Specify diferent passwerds for all schemas

’H

<gock | det> | Cancel

6. Click Next. This window provides the details for tablespaces created as part of
schema creation.
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Welcome = Step 6 of 8 | - X

Repository Creation Utility MCWACLE.
FULION MIDOLUE WARE
© Default and tempsracy Labl for e selected apbear o the Lable belom
' meltome T create new tablespaces or modiy exiting momnthﬂ:&w'ﬂ“"m
Sreste Bepsynery *
1 &
T Sskaas SaconsSnn Reiadt Hanage Jablespaces
sSalect Comgenenty
' Sihema Pasamerds Companent | Schema Owner | Default Tablespace | Temp Tablespace
T Common Infrastructu... INT_STB NT_STB T _AS_TEMP
) Mg Tablaspaces Orache Platform Secu... INT 0PSS HNT_AS_OPSS. “NT_AS_TEMP
v Summar Usar Massaging Serv... INT_UMS ANT A5 UMS T S TEMP
At Seraces T T Ay T _AS TEMP
Audn Senaces Append INT LA APPEND  *INT 1AL T AS_TEMP
Aude Seraces Viewsr  INT LA VIEWER  NT u T AS TEMP
Metadats Serices T MDS AN MDS T S TEMP
Webloge Seraces T WS TS T S TEMP
* Default tablespaces (spechied in the configuration fles) are to be crested upon confemation
] o~ s 1
-] < Back | Bests | Cancel

7. Click Next. The Confirmation window displays.

@ Repository Creation Utility - Confirmation

Aryy tablespaces that do not already exist in
ﬂ the selected schemas will be created

Click OF to create tablespaces.
Click Cancel to return to the wizard.

oK Lancel

8. (Click OK. The Summary window displays.

Welcome = Step 7 of 8 ™. x

Repository Creation Utility _ORACLE
FLSION MIDOUEWARE
Y welgme " Database detads
T feeate RBegaadery Hoat Nama
T Qutabaye Connection Detady Port s
Splegt Comppnenty e
T Comnected Ay
Schema Pasamards
I Operason System and Dt Losd conturrantly
Mao Tablespaies
I pr— Profus for (preficablel Schama Owners INT
i ~ Schema Owner  Tablespace Type  Tablespace Name
Comman Iefrastructre Services  INT_STD Default INT_STB -
Temp INT_iAS_TEMP
Addonsl [Nene]
Oracle Mlatform Security Services  INT_OPSS. Default INT_AS_OPSS
Temp INT_iAS_TEMP
Addeionsl (L]
User Messagng Service INT_UMS Default INT_AS_UMS
Temp INT_iAS_TEMP
Addeionsl [Nene]
hudit Services INT_AU Default INT_lAU
Temp INT_AS_TEMP
Addeionsl [Nene]
hudt Services Append INT_WAL_APPEND  Default T
Temp INT_AS_TEMP =
[ (s sessenserie
Hels < Back Create | cancel

9. Click Create to create the schema. This could take a while to complete. When
complete the Summary window displays.
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Welcome = Step 8 of 8
ARepository Creation Utility CNRACLE d
PO MO AR

Creating a WebLogic Domain with JRF

To create a new WebLogic domain with ADF runtime libraries, take the following
steps:

1. Run the config.sh from the <ORACLE_HOME->/oracle_common/common/bin
folder. The Configuration Type window displays.

(=] Fusion Middleware Configuration Wizard - Page 1 of 8

ne
Configuration Type ORACLE ' b‘
FUSION MIDOLEWARE

- Creme Demain

2. Select Create a new domain, and provide a domain location, then click Next. The
Templates window displays. By default, the Basic WebLogic Server Domain -
12.2.1.0 [wlserver] check box is selected.

Select the Oracle JRF - 12.2.1.3.0 [oracle_common], Oracle Enterprise Manager -
12.2.1.3.0 [em], Oracle WSM Policy Manager - 12.2.1.3.0 [oracle_common], and
WebLogic Coherence Cluster Extension - 12.2.1.3.0[wlserver] check boxes.

2-10 Oracle Retail Dynamic Data Service Guide



Creating a WebLogic Domain with JRF

[ -] Fusion Middieware Configuration Wizard - Page 2 of 12 e
Templates —_— ORACLE
FUBION MIDDLEWARE
. Srase Domein {
& Tguney + Crawe Domwin Using Broauct Tempiaes
| Faner
7 Asebcalenlecsen b
P p— Inciude W etrcted tempiste s e W iUty appied Lem plate §
Awadabie Tompiates
Eamun Mods wnd JOF .=
T = T ~ Basic WebLogic Server Domumn - 1221 3.0 [wiserver]
T Ruseaid cortduriion Trot = Orache Enterprise Manager < 12 2.1 3.0 (em]
T Component Dyt ag our Orache Erterprise Manager-Restricted JBF - 12 2 1 30 jem)
T 108G Tap Orache HTTP Sarver (Collocued) L.3.0[sms]
Orache HTTE Larver (e, 22190 [ons
s, Aghear ity ipn " - 1 1 (ons)
! Orache User Massaging Service Basic - 12 2 1 3.0 [orach_tomman]
v Senfigyration Jummary Orache JRF SOAP/IMS Web tcen - 122130 [orsche_common) [
figurstion Progre Ornche FAS Sarsion Service - 12 210 [orach_commaon] I
 Ornche winl Policy Manager - 13 2 1 3 [oracle_common]
) Orache JRF - 12 2 1 3.0 [orache_common]
Oruche Restricted 85 « 12 2 1 3.0 [oracie_common]
Create Domain Using Custom Tempiare
Help < Rk Hent > Cancel

3. Click Next. The Administrator Account window displays. Enter the user

credentials that will be used to log into the WebLogic Administration Console.

®  Fusion Middleware Configuration Wizard - Page 3 of 11
Admindstrator Acsunt _ORACLE
FUSION MCLEWARE
Lreete Doman
1. Temgtates

Adimintratas Axssumt
Damain Made and €

Retebeys Conhpuraben Typs

Compgnent Detevesriry

[£9C Tast

Advanced Conhguration Name meblag
Conhguranen Symmany Pavymard

Confrm Payemerd [EERRRREE

Must Be the 1ame a8 the Banaword Pastmerd must conten ot least § slohanumanc characters wih
ot lnant cne mumber ¢ agecisd tharacd

<gock | et = Cancel

4. Click Next. The Domain Mode and JDK window displays. Set the Domain Mode

as Production and select the JDK version (JDK 1.8 with the latest security updates
is recommended) you want to use.

Fusien Middleware Conflguration Wizard - Page S of 12

Doimadn Maode and JOK ORACLE

Cragte Dpampin .
T Damain Made
¢ Tmpiem
R aenrd URIze st propasten fae unarmama and pasimord and pol for appleateny 1 Srply
7 Admeaireter dccount

* Brogumen
RS S S Riduire the dalry o & ubirnbme sad pastmird and do Aot poll For Sppbiatan 1 dephiy
v Datebuse Configuration Type
w Lamppasnt Datersnrcey -
| By 5 Qracie morSpet 1§ 0_121 erachidtrmebadmnviave_latestil ¥ 0_121
o o
. Advanied Conhgursbon JOK Loe J{%
v Leebperstye Summary
| Page Mumber 1
] <fack [ et Cancel

5. Click Next. The Database Configuration Type window displays.

a. Select the RCU Data radio button.

Installation Prerequisites 2-11



Creating a WebLogic Domain with JRF

Select Oracle as the Vendor.

the *_STB schema created using the RCU.
e. Click Get RCU Configuration.
The Connection Result Log displays the connection

Fusion Middieware Configuration Wizard - Page 8 of 12

Select Oracle's Driver (Thin) for Service connections; Version 9.0.1 and later.

Enter the Service, Host Name, Port, Schema Owner, and Schema Password for

status.

)

Database Configuration Type oRrRACLE
FUSION MIDOLEWARE
i1 Sraste Domen Spacify AvteConfiguration Options Using:
Termplat
Gt—— = BCU Data Manual Configuration
T It ation Location
Adrrin r Enter the database connection details using the Reposory Creation Uity service table ISTB)
T schema credentials. The Wizard uses this to sy configure the d
v DRamain Mode snd DK required for components in this domain
« Database Configuration Ty
¢ Componant Datsssyrcs vendor Oracle = Drvver  sOracle's Draver (Thind for Servce connecbons, |
w IDBC Test DBMS/Serice Hast Name Port (1521
w. Advanced Confguration Sehema Owner Schema Password | ssees
" ratizn Sumem.
Get RCU Configuration
£
Connection Result Log
Conmecting to the dastabase server  OX
Retrieving schema data from detabase server 0K
Binding local SEhama companents with retrieved dats | OK
Succenafully Done
e
Chick "Naat™ button to continue
Help = Qack Biest > Cancel

6. Click Next. The JDBC Component Schema window displays.

7.

Fusion Middleware Configuration Wizard - Page 7 of 12

JOBC Component Schema OoRACLE
FUSION MIDOLEWARE
Creste Doman
T Iempistes
Appheation Lo aban
T Agrrinegtr gtor Aczgunt
T Domain Mode and JOK
Datebaye Configuration Tvpe
v
v Component Datasources
Edas to the dats above will affect 8l checked rows in the table below
v DOC Test
- Advanced Configuration Component Schems DBMS/Service HostName  Port  Schema Ow . Schema Passw
s LocalSve Tl Schema | 1521 | NT_STB
alien Susmen = et — .
« Conhger ary | 2821 | w7 o
B | | — 1 _:'six'l‘iﬁ_'m]_'m: —
OPSS Audt Viewer 5i| | 1821 | wer_saws_iewa -
QPSS Schema | 1sa|emoess |-
Help = Back et = Cancel

Click Next. The JDBC Component Schema Test window displays a status

indicating the JDBC tests on the schemas were successful.
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L J Fusion Middleware Configuration Wizard - Page B of 12

JOBC Component Schema Test

ORACLE
FUSION MIDDLEWARE

Create Doman
Templates
T Applhcation Location
Adrrinsgtr ator Account
T mnm Mode mE
Datsbase Configuration Type
T L]
¥ Sompenent Datasources
v JDBC Test
|
Advanced Configuration
I Configuration Symmary
onfiguration Progrest

End Of Conhguratien

g
L

Status Component Schema
LocalSveThl Schems
OWSM MDS Schemd
OPSS Audt Scheme
OFSS Audtt Viewer |
OPSS Schema

U RIEE

LIL L 9L A 0

Test Selected Connections

Connecnon Resukt Lag

AREER

Component SchemasiocalSviThl Schems

Driver=oracle jdbc OracleDriver
uRL= u
User=INT_STB

Passmordesss

SOL Test=SELECT 1 FROM DUAL

CPGPA-64213 Test Successful
r

31 % ifRe Tmar

JOBC Connection URL

< Back Nt >

__Cancel |

8. Click Next. The Advanced Configuration window displays. Select all the
checkboxes, except Domain Frontend Host Capture and JMS File Store options, in
this window.

@  Fusion Middleware Configuration Wizard - Page 8 of 19

Advanced Configuration

ORACLE
FUSION MIDDUEWARE

T Create Domain
T- Tamal = Administration Server
T ln‘lmmltrﬂor Accoyunt S
T min b nd JOK = HNede Manager
Y Quishass ConfourstenTupy | Confiurs Nede Manager
T £ - Servers, Clusters and Coherence
T OBC Teat Add or Delete or Moddy Settings
T Advanced Configuration - Host €
Domain Frontend Host Capture
Administretion Server
\( Admune 0 Configure Domain Frontend Host
Node Manager
T = « Deployments and Services
T ﬂm‘" Target to Servers or Clusters
¥ r P01 L M5 File Store
T Moddy Semngs
T
T
\ -

< Bock | et »

Cancel

9. Click Next. The Administration Server window displays. Enter the Listen Address
and the Listen Port details.
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L ] Fusion Middleware Configuration wizard - Page 10 of 20

Administration Server ORACLE -
FUSION MIDDLEWARE

Greate Doman

Templates

Appl-catien Locatian

Adrrinagtrator A eunt

Remain Mede and J0K

Patabase Configuration Type Server Name AdrminServer

Companant Dataspuries Usten Address localhost -
DBC Test Usten Port 37001

& O asien Enable S50

Administration Server
SSL Listen Port

i A = =] —{

Mede Manager
ed Server Server Groups  Unspecified -
Clusters
Coherence Clusters
Machines
Deployments Targeting
Services Targeting L
Configuration Summan Part number must be between 1 and 65535, and different from SSL ksten port and coherence part

Help = Back Heat = Cancel I

10. Click Next. The Node Manager window displays. Select the Node Manager Type
and enter the Node Manager Credentials.

L J Fusion Middleware Configuration Wizard - Page 11 of 20
Node Manager ORACLE
FUSION MIDDLEWARE
Create Domain

Application Location

Ariniytrgter Account

Must be the same a3 the password Password must contain ot least B slphanumenic characters with

Confaersiien 5 oy
T eien U at last one number or special character

T
T

1

! " ngd 10K Made Manager Type

! Database Configuration Type + Par Domain Default Location

! Component Datasources Per Domain Custom Location

% DB Test Node Manager Homae

T Advanced Configurgtion Hanusl Node Manager Setup

T dmeniaien fengr Mode Manager Credentials
ettt e username weblogic
Y Hgneged Servery Passwerd .

T Shesters Confirm Password [+ eeeeeni]
w Coherence Clusters

v Machines

w Deployments Targeting

- Seraces Targetng ==

v

it a0
Help = Back Heut = Cancel

11. Click Next. The Managed Servers window displays.
a. Click Add to add a managed server to deploy the DDS Web Application.

b. Enter the Server Name, Listen Address, and Listen Port for the managed
server.

c. Set the Server Groups to JRE_MAN_SRV.
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.. Fusion Middleware Configuration Wizard - Page 12 of 20

CoA A A A ————

3

ass | Byciese | X pelete

Server Name

ORACLE
FULION MIGOLE W ARL

W) Duagard Changes

Listen ASSress | Listen Pert | Enable SSL SSL LUisten Server |
Port

Croves
perr A Lacal Addres .~ 3100) | sany m-l
= ok st = | Cancel

12. Click Next. The Clusters window displays.

a. Click Add to add a cluster. This is an optional step in the procedure.

- Fusion Middleware Configuration Wizard - Page 12 of 19

Clusters

Domain Mode and |DK
T Database Conhguration Type
]l: Sompongnt Datssources
T 10BC Test
Advanced Configuration
T Administration Server
I Node Manager
M.

|

v Clusters
|

- cherence ter
|

Y Machines

E

Services Targeting
y Sonfigurstion Summery
¢ Configuration Progress

Chuster Name

ORACLE
FUSION MIDOLEWARE

e e x ) Disgard Changes
Cluster Address  Frontend Most | Frontend MTTP  Frontend MTTPS
Port Port
.—"{s
<Back | Next > Cancel

13. Click Next. The Coherence Clusters window displays.

a. Add a coherence cluster. This is an optional step in the procedure.
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@ - Fuslon Middleware Configuration Wizard - Page 13 of 19

Coherence Clusters

[re——
y Domen Wode snd 0K St e shar enteChunter
Ratabass Configwraton Trps

Larpenent Dolarawries

DG Tewt

3 — — =

i
:
:

F
i

——C—C—(—%
o

¢ B 2
N £

e

< Back

ORACLE
FUSION MDA WART

& Devgard Changes

Chuster Listen Part

bt > Cancel

14. Click Next. The Machines window displays.

a. Click Add.

b. Enter the Name and the Node Manager Listen Address for the managed

server.

L J Fuslon Middleware Configuration Wizard - Page 14 of 20

* | Maching | Lnx achine

Amanigtrgtor kicount dass | X oee

Damam Mede and 0K

Name Erable Past
Bend GO

¥

T

1

T

T

[ Semeemtowaserces | EENENCIEETN —
T DB Test

T Adveried Corhguralion
T Adraniglrafioh Secvet
7 tatranerer

1 Managed Servers

T Clusters

v Seharence Chesters

v Machines

Anagn $urvery to Mac

¢ Deployments

T
w Sereres Tan
v

- Senhguraten Sumemary

ORACLE
FUSION MDOLEWARE

%) Dusgard Changes
Enabie Past Sade Manager Nede
BRdUD  Usten Address | Mamager
nobedy  lacalhest - 5554
« fack et = Cancel

15. Click Next. The Assign Servers to Machines window displays. Add the
AdminServer and the Managed Server to the machine.
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Update Domain
Templates
T Datasources

;

T Database Configuration Tyy

Frp o

]

BC Tes
Advanced Configuration
Managed Servers
Clusters

T Server Templates
Lil

“‘E

Machines

w Assign Servers te Machi)

Assign Servers to Machines

Fusion Middleware Configuration Wizard - Page 14 of 22

ORACLE
FUSION MIDDLEWARE
Machines
B UnixMachine
= i new_UnixMachine_1
g AdminServer
g dds_server

arrow button (>} to assign the server or servers to the machine

<Back | Het> |

Select one of more servers in the left pane and ene machine in the right pane. Then use the right

Cancel

16. Click Next. The Deployments Targeting window displays. Select wsm-pm from
the Deployments section on the left and add it to the AdminServer in the
Deployment Targets section on the right.

(=] Fusion Middleware Configuration Witard - Page 18 of 22 ne
ORACLE
Deployrrmnits T a getmg
FUSION MEOL WARE
Crows Domun ", Deplayments Deplayment Tararts
Y by wem-pm W Admimerver C
Lompiete: g Ltrary = W Asmimiereer
Appacwuin Locwion I TTTRIE T i = i ApECHsiormane

»
3
»

§
g

[
i

[

.

I

gl o oracie burmerednond] G121 Y gl D65, dpphcanondil 2110

g v oraiie Som sl 0843 3338 g Comarene - st

gl o ruie domun rocvy L 01220 ien

g v oracie domwn mebapestl 041221 ] gl oprroren

Tl 9 oraie Somam Ay e -ruseany bl Fwe-managem e prmader -mem

b w orucie domain mebapp apache hpe ||

b W rhcie Gom M mBADD MEACT MBC
gl O VLI S A AR D
bl v v ai e e s b g apa e b
g T Ml Dok A AT e
Lo A A B b A B Ene
b oras e o mrbape e sl G

g el 4033 1040
o
i gt sk jar#12 L2 1040

oI e ageidemcl q&mﬂ.l-ﬂ' *

TeieT Gt ar e T+pAorm £t n Tht e it W G Cerver o Sufler i The gl pane Then wiethe |
e Temery b cmerr

& g Lrwry

o 12 2138
Y ¥ ooncie burinasiedeeed] 0812
o 8 e o ] 013 2138
g A 0racie domm groowy et 0e1Z
ol v e dom e e 5
L e o st et
[ PP
gl M S 30 b DD M. ‘

b v oracin dom b mrbapp apache
g e o o b AN e
gl W oraite B b b Wb
gl o aracie dom um mbags pwaob |
M"ﬂ.ﬂrmw'

e > | Cancel

17. Click Next. The Services Targeting window displays. Target JDBC services to the

Admin and Managed server.
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Fusion Middleware Configuration Wizard - Page 21 of 24 | - X
Services Targeting _ORACLE
FUSION MIDDLEWARE
= Services T
Sreste Domain argets
4 Shutdomn Class G sarver
o Templater g OMSShutdown 5 W MdminSarver
Application Locatien L= JOBC System Resource = = josc
T gl LocalSweThIDataSource & & )08C System Resource
Adeeniptrotor Agcount
mds-owsm LocalSweThiDataSource
L4 .
Domapin Mode snd JOK Tl o3 3-auda DBOS gl mds-owsm
T
Database Configuration Tyg gl cpss-audtvienDS kgl opss-audt-DBOS
T g cpus-data-source » Eg spus-audnviewDs
il Semponent Deterowriss | | Startup Class J g opse-data-gource
1 [DBC Test T KWT Application Context Startup Class & @ Shutdown Class
Conh Tl DMS Startup __ Epomsshutdomn
(e — g IRF Startup Class & @ Startup Class.
T Ademinigtralion Server ;m&lﬁw 3 3&:»«&.««-&:&%(
Hode Startup Class rup
7 lode Mandas kg Web Sersces Startup Class ¢ figh [5F Startup Class
T Hynpged Servery L& WLDF System Resource g OOL-Startup
Clusters. il Madule-FHNTPY T WSM Startup Class
1 = g Web Sendces Startup Class
Sarver Templates .
& @ WLDF System Resource
! Ssherence Clystery Module-FINDR
T Mach o int-app-server
} Agpign Servers to Machne: 5 o —— #l
| || Select ome or mere Senaces in the left pane and sne server or chuster in the right pane. Then use
]' e g the right arrow button (=) to target the services to the servers or chusters.
Bartitions |
1
- mesamblestg
Help < Back | Mestw | Cancel

18. Click Next. The Configuration Summary window displays. Verify that all
information displayed in this window is accurate.

@  Fusion Middirware Configuration Wizard - Page 19 of 21

oRACLE
FUSION MIDOLE WAR
View  Deployment v | Name Ban Webiagpr Servar Damam =
~. | Descrgten Creste s basse weslage Server
o Wb - oo Ovece Comeruten
& @ Servr S
5 o Ao |
= @ Serwce H name Deaite Lrberprine Manager
5 & Vatemn Clasy Descraten rberseise Manager
] At Draile Tarwaratn
¥ G et Class Locaten
T} wSst Startun Class
T TT——-— e Tamelets
] F Starten Class Descrption  eman pluge Template
] oo Startes Oracie Corparation »
) DbeS-Starhen. ! —
D) T mppheaton Contest Start
e Naa Coacie Wit Pubiy Manager
- Deacrpten rmcie Wit Bebcy Manager exten
e Msha Deacie Corperatan
2 Ascatten ThiDatatourte Lecamen
J sprsdataseurce
) sovr-settoents. Name Oeacie WM Canpale - Core
] sets-sedt DROS Descrpten Th estentosn templone depioys
D wdvwmeen Avmar  Orace Corparanen
5 G WEF Syutem Ressurce I e g c
e —— Dalfn——— n

Select Cowabe o accept the sbows spbars and shart rabng and (arbgurng & cew doman Te
TRNGE T BBV LOMAGUrIDON Betere JLDRg Deman Creaton. 90 Back 18 The releant Dage by
Awintg €3 ma o e A e o0 by g The Bk buton

Cancel

= gack Crwatn

19. Click Create. The Configuration Progress window will display a message when
the domain is created successfully.

@  Fusion Middleware Configuration Wizard - Page 19 of 10

Configur ation Pragrevs ORACLE
FURSON WECLEwAR
[ oon
. Fresweg
R Eeteautog v Eumtents
Craating -y
sabans Coniy Sharting GHEY Lecurs, {schgu aben
et

Dmaen Crmated Susconabuls

Cie==1

20. Click Next. The Configuration Success window displays that describes the
Domain Location and Admin Server URL once the configuration is complete.
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&  Fuslon Middlewsrs Configuration Wirard - Page 21 of 21

Enal O Conligus ation ORACLE
s Do e

# Oratle Wrblagi Sereer Configurstion Surs reded

21. Click Finish to complete creating the WebLogic domain and managed servers with
ADF runtime.

22. Add the following security policy to JORACLE_
HOME/wlserver/server/lib/weblogic.policy file.

grant codeBase "file:/<DOMAIN HOME>/-" {
permission java.security.AllPermission;
permission oracle.security.jps.service.credstore.CredentialAccessPermission
"credstoressp.credstore", "read,write,update,delete";
permission oracle.security.jps.service.credstore.CredentialAccessPermission
"credstoressp.credstore.*", "read,write,update,delete";
};
23. Start the WebLogic Admin and Managed Server.
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Deploying DDS Web Application

This chapter describes the steps you should take to deploy DDS Web Application.

Preparing the Database for DDS Installation

Before you begin installing the DDS Web Application, make sure you have a valid
DDS Data Source available. DDS assumes that the tables created, in the DDS data
schema configured, are valid.

Deploying DDS Web Application on the WebLogic Servers

To deploy the DDS Web Application ear, take the following steps:

1.
2.
3.

Download DynamicDataService19.0.000ForAll19.x. xApps_eng_ga.zip
Unpack the folder. A folder dds_home will be available.
Edit the dds-deployment-env-info.json as follows:

cd dds_home/conf/

vi dds-deployment-env-info.json

Modify the DataSourceDef and MiddlewareServerDef with information that is
specific to your environment.

By default, the JSON files should have placeholders for the DDS, RIB Error
Hospital, OCDS and RFI connections, namely DDSDataSource,
RibErrorHospitalDataSource, OCDSDataSource and RFIDataSource. If you plan
on using either of these connections, delete the other connections that are not in
use.

The table below summarizes the values that need to be changed specific to the
environment

Table 3—-1 DataSourceDef and MiddlewareServerDef Values

Value Description

DDSDataSource -> jdbcUrl Database details of the server where the DDS

default data source schema is hosted.

RibErrorHospitalDataSource -> jdbcUrl | Database details of the server where the database

schema for the RIB Error hospital table is hosted.

OCDSDataSource -> jdbcUrl Database details of the server where the database

schema for the OCDS application is hosted.

RFIDataSource -> jdbcUrl Database details of the server where the database

schema for the RFI application is hosted.
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Table 3-1 (Cont.) DataSourceDef and MiddlewareServerDef Values

Value

Description

DDSAppServer ->
weblogicDomainName

Name of the domain where the DDS application
will be deployed.

DDSAppServer ->
weblogicDomainHome

Absolute path to the domain. (starts from the root
directory)

DDSAppServer ->
weblogicDomainAdminServerUrl

Admin server URL link of the domain.

DDSAppServer ->
weblogicDomainAdminServerProtocol

Web Protocol to be used in the domain. (Can be t3,
unsecure or t3s, secure)

DDSAppServer ->
weblogicDomainAdminServerHost

Admin server host name.
(domain.example.name.com)

DDSAppServer ->
weblogicDomainAdminServerPort

Admin server host port number

DDSAppServer ->
weblogicDomainTargetManagedServer
Name

Name of the managed server where DDS will be
deployed.

DDSAppServer -> DDSAdminUiUrl

The complete URL link to the deployed DDS

application. (http://<host_name>:<managed_
sever_port>/)

Note: The alias names in the configuration files should not be
changed.

The following is an example configuration:

"DataSourceDef": {

"DDSDataSource" : {

"dataSourceName" : "DDSDataSource",
"dataSourceClass":"oracle.jdbc.pool.OracleDataSource",
"dataSourcedndiName" : "jdbc/DDSDataSource”,
"jdbcUrl":"jdbc:oracle:thin:@//dbhost.example.com:1522/pdborcl™,
"jdbcUserAlias" : "DDSAdminDataSourceUserAlias",
"jdbcUser" : "GET FROM_WALLET",

"jdbcPassword" : "GET_FROM_ WALLET",

)l

"RibErrorHospitalDataSource": {
"dataSourceName" : "RibErrorHospitalDataSource",
"dataSourceClass":"oracle.jdbc.pool.OracleDataSource",
"dataSourcedndiName" : "jdbc/RibErrorHospitalDataSource",
"jdbcUrl":"jdbc:oracle:thin:@//dbhost .example.com:1522/pdborcl®,
"jdbcUserAlias":"RibErrorHospitalDataSourceUserAlias",
"jdbcUser" : "GET_FROM_WALLET",

"jdbcPassword" : "GET_FROM_WALLET",

Y

"OCDSDataSource" : {

"dataSourceName" : "OCDSDataSource",
"dataSourceClass":"oracle.jdbc.pool.OracleDataSource",
"dataSourcedndiName" : "jdbc/OCDSDataSource",
"jdbcUrl":"jdbc:oracle:thin:@//dbhost .example.com:1522/pdborcl™®,
"jdbcUserAlias": "OCDSDataSourceUserAlias",
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"jdbcUser" : "GET_FROM_WALLET",
"jdbcPassword" : "GET FROM _WALLET",
Y

"RFIDataSource": {

"dataSourceName" : "RFIDataSource",
"dataSourceClass":"oracle.jdbc.pool.OracleDataSource",
"dataSourcedndiName" : "jdbc/RFIDataSource”,
"jdbcUrl":"jdbc:oracle:thin:@//dbhost.example.com:1522/pdborcl"”,
"jdbcUserAlias" : "RFIDataSourceUserAlias",
"jdbcUser" : "GET FROM_WALLET",

"jdbcPassword" : "GET_FROM WALLET",

}

}

"MiddlewareServerDef": {

"DDSAppServer": {

"weblogicDomainName": "dds_domain",

"weblogicDomainHome": "home/oracle/middleware_1221/user projects/domains/dds_
domain",

"weblogicDomainAdminServerUrl": "t3://ddsdomainhost.example.com:7001",
"weblogicDomainAdminServerProtocol": "t3",
"weblogicDomainAdminServerHost": " ddsdomainhost.example.com ",
"weblogicDomainAdminServerPort": "7001",
"weblogicDomainAdminServerUserAlias": "DDSAdminServerUserAlias",
"weblogicDomainTargetManagedServerName": "dds_managed Server",

"DDSAAminUiUrl":"http://ddsdomainhost.example.com:7003",
"DDSAdminUiUserGroup" : "DdsAdminGroup”,
"DDSAdminUiUserAlias":"DDSAdminUiUserAlias",
"DDSAdminUiUser" : "GET FROM WALLET",
"DDSAdminUiPassword": "GET FROM_WALLET",

"DDSOperatorUiUserGroup" : "DdsOperatorGroup",
"DDSOperatorUiUserAlias" : "DDSOperatorUiUserAlias",
"DDSOperatorUiUser":"GET FROM_WALLET",
"DDSOperatorUiPassword" : "GET_FROM WALLET",

"DDSMonitorUiUserGroup" : "DdsMonitorGroup",
"DDSMonitorUiUserAlias": "DDSMonitorUiUserAlias",
"DDSMonitorUiUser" : "GET_FROM WALLET",
"DDSMonitorUiPassword" : "GET_FROM WALLET"

}

) I
"DDSAdminApplication":{
"DDSAdminAppUses": [
"DDSAppServer"

1

}
Run the deployer script to create the datasource and deploy the DDS Web
Application.

$cd dds_home/bin/
$sh dds-deployer.sh -setup-credentials -deploy-DDS-app
Enter the parameter value that is prompted by the script.

Bounce the WebLogic Server hosting the DDS Web Application.
Restrict Access to the DDS home folder:
$cd ..

Deploying DDS Web Application 3-3



Redeploying DDS Web Application

$chmod -R 700 dds_home

Note: To deploy the DDS application on a clustered environment,
change the following in the config JSON file:

1. weblogicDomainTargetManagedServerName - give the cluster name as
the name of the managed server here.

2. DDSAdminUiUrl - give the port number of the managed server which
have been linked to the cluster on which DDS is to be deployed.

Redeploying DDS Web Application

If you have already configured the credentials and can use the same credentials
(typically when redeploying the app), you can run the deployer with the
-use-existing-credentials option as follows, and you will not be prompted for the
credentials again for the deployment.

sh dds-deployer.sh -use-existing-credentials -deploy-job-admin-app

Testing the Deployment

After you deploy the server successfully, the DDS Web Application can be accessed
using the following URL:

http://<host-server>:<managed-server-port>/dynamic-data-service-
ui
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Security

Dynamic Data Service provides table level, row level, and column level security. All
the end points are protected with basic authentication and role based authorization.

There are three security groups that provide role based authorization.

There are three Roles and three Groups.

Roles:

AdminRole - Users with this role have access to all the functions of the DDS app.
They can also setup the security permissions for other users.

OperatorRole - Users with this role have the ability to read, write and modify
content in the schemas and tables. However they will not have access to the admin
functions and cannot setup security permissions.

MonitorRole - Users with this role can only read the data from schemas and
tables. They also will not have access to security setup functions.

Groups:

DdsAdminGroup - Users that belong to this group can perform all operations

DdsOperatorGroup - Users that belong to this group can perform all operations
except security setup

DdsMonitorGroup - Users that belong to this group can only perform read only
operations

The following table lists all the functions which can be performed by the roles and
groups mentioned above.

Table 4-1 Functions Performed by Roles and Groups

Role Name Admin Role Operator Role Monitor Role
Group Name DdsAdminGroup DdsOperatorGroup DdsMonitorGroup
Create Access Level Yes No No

Delete Access Level Yes No No

Create Security Group Yes No No

Delete Security Group Yes No No

Create Table Level Yes No No

Security

Delete Table Level Yes No No

Security
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Table 4-1 (Cont.) Functions Performed by Roles and Groups

Role Name Admin Role Operator Role Monitor Role
Group Name DdsAdminGroup DdsOperatorGroup DdsMonitorGroup
View Table Definition Yes Yes Yes

Create Queries Yes Yes Yes

Run Queries Yes Yes Yes

View Table Data Yes Yes Yes

Modify Table data Yes Yes No

Delete Table Data Yes Yes No

Bulk Update Table Data Yes Yes No

Access Levels

Access Level defines security permissions.

Here are the permissions that can be associated with an access level.
»  DataReadPermission

s DataCreatePermission

s DataUpdatePermission

s DataDeletePermission

= RowAccessPermission

s ColumnAccessPermission

s DataSecuritySetupPermission

The following access levels are created when default security is setup using the end
point (/resources/admin/security/setup/{schemaName}).

s  DdsAdminAccessLevel - Provides all permissions

= DdsOperatorAccessLevel - Provides all permissions except
DataSecuritySetupPermission

s DdsMonitorAccessLevel - Provides DataReadPermission, RowAccessPermission
and ColumnA ccessPermission

Table Level Security

Table level security defines who can access a table with set of allowed permissions. A
table cannot be accessed if table level security is not setup.

Table level security is associated with the following information.
s Schema Name

= Table Name

= Security Group - Provides who can access the table

m  Access Level - Provides permissions

Table level securities are set up for all tables when default security is setup using the
end point. Every table is setup to be accessed by users in all security groups with
default permissions.
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Example

Table - DdsAdminGroup, DdsAdminAccessLevel
Table - DdsOperatorGroup, DdsOperatorAccessLevel
Table - DdsMonitorGroup, DdsMonitorAccessLevel

Column Level Security

Column level security defines who can access a column as well as permission to access
the column. By default, Dynamic Data Service allows access to a column if the user has
access to the table.

Column level security is defined using the following information.

s Column Name

s Column Permission Type - Valid values are ALLOW, DONT_ALLOW, MASK
» Table Level Security

Row Level Security

Row level security defines who can access row(s) in a table. Row level security can be
enabled if the table has user and group columns.

Row level security is defined using the following information.
= EnableRowAccess

s UserColumnName

s GroupColumnName

»  TableLevelSecurity

Security Setup

Follow the steps to setup security. Users will not be able access any data without the
security setup. Only users that belong to the DdsAdminGroup can set up security.

1. Run the end point (/resources/admin/security/config) to create security
configuration for the schema.

{
"schemaName" : "schema",
"enableSecurity":"true",
"tableLevelSecurityType" : "WHITELIST",
"columnLevelSecurityType" : "BLACKLIST"
}
2. Run default security setup end point
(/resources/admin/security /setup/{schemaName}) to set up default security for
all tables.

If the default security setup is not sufficient, use Dynamic Data Service Ul to setup the
access levels, security groups, and table level securities.
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System Options

Dynamic Data Service finds data sources with the JNDI name that starts with "jdbc" by
default. The following system option can be used to provide a different JNDI Name
pattern.

dataSourcePattern

The system option can be setup using the end point
(/resources/system-setting /system-options).
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Discover

Get Data

RESTful Services

This chapter provides information about the RESTful Services used by DDS.

This end point returns a list of Dynamic Data Service end points.
HTTP Operation: GET

Path: /resources/discover

This end point returns data from the provided schema and table(s). The query
parameters "fromTables" allows single or multiple tables.

The query parameter "rowFilter" can be used to provide a join between tables.

Tables and columns need to be qualified if multiple tables are provided in
"fromTables". The data is returned in JSON/XML format and one page of data is
returned. The response contains a link to the next page if there are additional pages.

HTTP Operation: GET

Path: /resources/dds/{schemaName}/data?fromTables=<tables>

The following query parameters can be provided to filter the data.

= columnFilter - Columns to be included in the response

= rowFilter - Predicate can be provided in the rowkFilter to filter the data
= sortBy - Valid values are ascending(asc) or descending(desc)

= Page - Page number

= pageLimit - Number of records to be included in the page. The default page size is
25

= format - Valid values are short or long. Short format provides data without column
names. Long format provides data with column names.

Get Data from a Table

This end point returns data from a table using a primary key.
HTTP Operation: GET
Path: /resources/dds/{schemaName}/{table}?idFilter=<Primary Key>
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Insert Data

This end point inserts data in a table. Input can be a single record or multiple records
provided in JSON format. Users that belong to the admin or operator group can only
perform this operation. Users also need to have DataCreatePermission to insert data.

HTTP Operation: PUT

Path: /resources/dds/{schemaName}/data/{table}

Sample input for inserting data in the BDI_RECEIVER_OPTIONS table
/dds/bdi_rms_schema/data/BDI_RECEIVER_OPTIONS

{

"items":

[
{
"ID":1,
"BASE_FOLDER":"base",
"FOLDER_TEMPLATE" : "baseTemplate",
"INTERFACE_MODULE":"interfaceModule",
"INTERFACE_SHORT NAME":"interfaceShortName",
"MERGE_STRATEGY" : "mergeStrategy"
}
1
}

Update Data

This end point updates data in a table using the rowFilter query parameter and input
is provided in JSON format. Users that belong to the admin or operator group can only
perform this operation. Users also need to have DataUpdatePermission to update
data.

HTTP Operation: POST
Path: /resources/dds/{schemaName}/data/{table}?rowFilter=<predicate>
Sample input for updating data in the BDI_SYSTEM_OPTIONS table

/dds/bdi_rms_schema/data/BDI_SYSTEM_OPTIONS?rowFilter=VARIABLE_
NAME='LOADJOBDEF'

{
"VARIABLE_VALUE":"TRUE"

}

Delete Data

This end point deletes data from a table based on the rowFilter query parameter. Users
that belong to the admin or operator group can only perform this operation. Users also
need to have DataDeletePermission to delete data.

HTTP Operation: DELETE

Path: /resources/dds/{schemaName}/data/{table}?rowFilter=<predicate>

Sample End Point

/dds/bdi_rms_schema/data/BDI_SYSTEM_OPTIONS?rowFilter=VARIABLE _
NAME='LOADJOBDEF'
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Get Schemas
This end point returns all configured database schemas.
HTTP Operation: GET

Path: /resources/dds/schemas

Get Tables
This end point returns all tables from a database schema.
HTTP Operation: GET

Path: /resources/dds/{schemaName}/tables

Get Columns for a Table
This end point returns columns for a table.
HTTP Operation: GET
Path: /resources/dds/{schemaName}/{table}

Get System Options
This end point returns all system options from the DDS_SYSTEM_OPTIONS table.
HTTP Operation: GET

Path: /resources/system-setting/system-options

Create System Options
This end point creates a system option in the DDS_SYSTEM_OPTIONS table.
HTTP Operation: PUT
Path: /resources/system-setting/system-options
Sample Input

{
"key":"testKey",
"value":"testValue"

}

Update System Options
This end point updates a system option in the DDS_SYSTEM_OPTIONS table.
HTTP Operation: POST
Path: /resources/system-setting/system-options
Sample Input

{

"key":"testKey",
"value":"testValuel"
}
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Delete System Options
This end point deletes a system option in the DDS_SYSTEM_OPTIONS table.
HTTP Operation: DELETE

Path: /resources/system-setting/system-options/{key}

Reset Cache

This end point resets the system option cache.
HTTP Operation: POST

Path: /resources/system-setting/reset-cache
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Security RESTful Services

The security end points are only accessible by users that belong to the admin group.

Get Security Groups

This end point returns configured security groups.
HTTP Operation: GET

Path: /resources/admin/security/groups

Get Security Group Permissions

This end point returns all security permissions.
HTTP Operation: GET

Path: /resources/admin/security/permissions

Get Access Levels

This end point returns access levels.
HTTP Operation: GET

Path: /resources/admin/security/accessLevels

Get Security Config for a Schema

This end point returns the security configuration for a schema.
HTTP Operation: GET

Path: /resources/admin/security/config/{schemaName}

Get All Security Config

This end point returns all security configurations.
HTTP Operation: GET

Path: /resources/admin/security/config

Get All Table Level Securities

This end point returns all table level securities for a schema.
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Get Table Level Security for Table

HTTP Operation: GET

Path: /resources/admin/security/table/{schemaName}

Get Table Level Security for Table
This end point returns table level security for a table in a schema.
HTTP Operation: GET

Path: /resources/admin/security/table/{schemaName}/{tableName}

Get Table Level Security for Table and Group
This end point returns table level security for a table and group.
HTTP Operation: GET

Path: /resources/admin/security/table/{schemaName}/{tableName}/{groupName}

Get Column Level Security for Table and Group
This end point returns column level security for a table and group.
HTTP Operation: GET

Path: /resources/admin/security/column/{schemaName}/{tableName}/{groupName}

Get Row Level Security for Table and Group
This end point returns row level security for a table, group, and access level.
HTTP Operation: GET

Path:

/resources/admin/security/row/{schemaName}/{tableName}/{groupName}/{accessLev
el}

Create Access Level
This end point creates an access level.
HTTP Operation: PUT
Path: /resources/admin/security/accessLevel
Sample Input

{

"accessLevelName":"testAccessLevel",
"accessLevelPermissionVoList: [
"securityPermission":"DataCreatePermission"
1

}

Update Access Level

This end point updates an access level.

HTTP Operation: POST
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Path: /resources/admin/security/accessLevel
Sample Input
{

"accessLevelName":"testAccessLevel",
"accessLevelPermissionVoList: [
"securityPermission":"DataCreatePermission"
"securityPermission":"DataDeletePermission"
1

}

Delete Access Level

This end point deletes an access level.

HTTP Operation: DELETE

Path: /resources/admin/security/accessLevel/{accessLevelName}

Create Table Level Security
This end point creates table level security.
HTTP Operation: PUT
Path: /resources/admin/security/table
Sample Input

{

"schemaName": "testSchema",
"tableName" : "TEST",
"securityGroup": "DDSMonitorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel™"
}

}

Create Table Level Securities
This end point creates table level securities.
HTTP Operation: PUT
Path: /resources/admin/security/tables
Sample Input

{

"tableLevelSecurityVoList": [

{

"schemaName": "testSchema",
"tableName" : "TEST",
"securityGroup": "DDSMonitorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel™"
}

}
1
}
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Update Table Level Security
This end point updates table level security.
HTTP Operation: POST
Path: /resources/admin/security/table
Sample Input

{

"schemaName": "testSchema",
"tableName":"TEST",
"securityGroup" : "DDSMonitorGroup",
"accessLevelVo": {

"accessLevelName": "monitorAccessLevel"
}

}

Update Table Level Securities
This end point updates table level securities.
HTTP Operation: POST
Path: /resources/admin/security/tables
Sample Input

{

"tableLevelSecurityVoList": [

{

"schemaName" : "testSchema",
"tableName":"TEST",
"securityGroup" : "DDSMonitorGroup",
"accessLevelVo": {

"accessLevelName": "monitorAccessLevel"

}

}
1
}

Delete Table Level Security
This end point deletes table level security.
HTTP Operation: DELETE
Path: /resources/admin/security/table
Sample Input

{

"schemaName": "testSchema",
"tableName":"TEST",
"securityGroup" : "DDSMonitorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel"
}

}
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Delete Table Level Security by Id
This end point deletes table level security by id.
HTTP Operation: DELETE

Path: /resources/admin/security/table/{id}

Delete Table Level Securities by Type

This end point deletes table level securities.
HTTP Operation: DELETE

Path:
/resources/admin/security/table/bulk/{schemaName}?keys=<keys>&keyType=<key
Type>

Valid KeyType values: table, securityGroup, accessLevel

If keyType is table, then a list of comma separated table names needs to be provided in
the keys query parameter.

If keyType is securityGroup, then a list of comma separated security groups needs to
be provided in the keys query parameter.

If keyType is accessLevel, then a list of comma separated access levels need to be
provided in the keys query parameter.

Create Column Level Security
This end point creates column level security.
HTTP Operation: PUT
Path: /resources/admin/security/column
Valid Column Permission Type values: ALLOW, DONT_ALLOW, MASK
Sample Input
{

"columnName": "testColumn",
"columnPermissionType" : "ALLOW",
"securityGroup": "DDSOperatorGroup",
"tableLevelSecurityVo": {
"schemaName": "testSchema",
"tableName" : "TEST",
"securityGroup": "DDSOperatorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel™"
}

}

}

Update Column Level Security
This end point updates column level security.
HTTP Operation: POST
Path: /resources/admin/security/column

Valid Column Permission Type values: ALLOW, DONT_ALLOW, MASK
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Delete Column Level Security

Sample Input
{

"columnName": "testColumn",
"columnPermissionType" : "MASK",
"securityGroup": "DDSOperatorGroup",
"tableLevelSecurityVo": {
"schemaName": "testSchema",
"tableName":"TEST",
"securityGroup": "DDSOperatorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel™"
}

}

}

Delete Column Level Security
This end point deletes column level security.
HTTP Operation: DELETE
Path: /resources/admin/security/column
Sample Input

{

"columnName": "testColumn",
"tableLevelSecurityVo": {
"schemaName": "testSchema",
"tableName" : "TEST",
"securityGroup": "DDSOperatorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel™"
}

}

}

Create Data Security Configuration
This end point creates data security configuration.
HTTP Operation: PUT
Path: /resources/admin/security/config
Valid values for security type: WHITELIST, BLACKLIST
WHITELIST allows access only if security is setup (Table level security)

BLACKLIST denies access to entities (such as column level security) if it is set up and
allows others.

Sample Input

{

"schemaName": "testSchema",
"enableSecurity":"true",
"tableLevelSecurityType" : "WHITELIST",
"columnLevelSecurityType" : "BLACKLIST"
}
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Update Data Security Configuration
This end point updates the data security configuration.
HTTP Operation: POST
Path: /resources/admin/security/config
Valid values for security type: WHITELIST, BLACKLIST
WHITELIST allows access only if security is setup (such as Table level security)

BLACKLIST denies access to entities (such as column level security) if it is set up and
allows others.

Sample Input

{

"schemaName": "testSchema",
"enableSecurity":"false",
"tableLevelSecurityType": "WHITELIST",
"columnLevelSecurityType" : "BLACKLIST"
}

Delete Data Security Configuration
This end point deletes the data security configuration for a schema.
HTTP Operation: DELETE

Path: /resources/admin/security/config/{schemaName}

Create Security Group
This end point creates a security group.
HTTP Operation: PUT
Path: /resources/admin/security/groups
Sample Input

{
"groupName" : "DDSAdminGroup",
}

Delete Security Group

This end point deletes a security group.
HTTP Operation: DELETE

Path: /resources/admin/security/groups/{groupName}

Create Row Level Security
This end point creates row level security.
Row level security can be enforced if there are user and group columns in the table.
HTTP Operation: PUT

Path: /resources/admin/security/row
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Update Row Level Security

Sample Input
{

"enableRowAccesss":"true",
"userColumnName" : "USER",
"groupColumnName" : "GROUP",
"tableLevelSecurityVo": {
"schemaName": "testSchema",
"tableName":"TEST",
"securityGroup": "DDSOperatorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel™"
}

}

}

Update Row Level Security
This end point updates row level security for a table.
HTTP Operation: POST
Path: /resources/admin/security/row
Sample Input

{

"enableRowAccesss":"false",
"tableLevelSecurityVo": {
"schemaName": "testSchema",
"tableName" : "TEST",
"securityGroup": "DDSOperatorGroup",
"accessLevelVo": {
"accessLevelName": "testAccessLevel™"
}

}

}

Delete Row Level Security
This end point deletes row level security.
HTTP Operation: DELETE

Path:
[resources/admin/security/row/{schemaName}/{tableName}/{securityGroup}/{accessL
evelName}

Create Default Security Setup

This end point creates default security setup for all tables in a schema. It creates the
following.

Security Groups - DdsAdminGroup, DdsOperatorGroup, DdsMonitorGroup

Access Levels - DdsAdminAccessLevel, DdsOperatorAccessLevel,
DdsMonitorAccessLevel

DdsAdminAccessLevel has permissions to all operations.

DDSOperatorAccessLevel has permissions to all operations except
DataSecuritySetupPermission
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DDSMonitorAccessLevel has permissions to read only operations
HTTP Operation: PUT

Path: /resources/admin/security/setup/{schemaName}
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User Interface

The DDS Ul is divided into two sections; Admin tab, and Designer tab. The Admin tab
lets admin users control access and perform security operations. The Designer tab lets
admin, operators and monitor users perform authorized functions.

This chapter explains the main UI functionality available to the user.

Admin Tab Guide

This tab has all the functions for configuring security related permissions and user
access. Only the admin user has access to this tab. The admin can enable read, write
and modify access permissions and also limit functionality of a user.

The Admin Tab has three main sections:
= Manage Access Levels
= Manage Security Groups

= Manage Security permissions

Initial Permissions Setup

In order to access the data on tables being viewed in the Designer Tab, first the Table
level securities have to be setup in the Admin tab of the DDS Application. The Admin
can select the desired database schema from the associated database schema
dropdown.

Access to this tab is only allowed to the Admin User.

Manage Access Levels

This tab allows the creation and deletion of Access Levels for data and functionality.
These can be assigned to groups for particular tables in a schema.

To create an access level
1. Input a name in the Name text box.

2. Select the necessary access permissions.

3. Click Create.
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To delete an access level

1. Select the Access Level to be deleted from the table which displays the available
access levels.

2. Click Delete.

ORACLE St
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Manage Security Groups

This tab includes functionality for the creation and deletion of Security Groups.
Security Groups are groups of users that have a certain level of data access. These,
along with one or more access levels, can be assigned to a table to limit access to data
and functionality in the Designer tab.

To create a Security Group
1. Input a name in the Name text box.

2. C(lick Create.
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To delete a Security Group
1. Select the Security Group to be deleted from the table that displays the available
Security Groups.

2. Click Delete.
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Manage Security Permissions

This tab allows the user to create and delete Security Permissions. Security
Permissions are a combination of one or more Access levels in a Security Group
mapped to a table to restrict data access and also limit functionality, like removing the
ability to create, modify or delete data.

To create a Security Permission for a table
1. In the Create TableLevelSecurities collapsible pane, select the desired table.

2. Then select the required security group.
3. Finally select the required access level(s).

4. C(Click Create.
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To delete Security Permission(s)

Functionality is provided to either perform bulk delete or individual deletion of
security.

1. To bulk delete security permissions:
a. Select the required table name(s) or security group(s) or access level(s).

b. Click Delete.
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2. To individually delete security permissions:
a. Select the required table name.
b. Select the particular security group associated.
c. Select the associated access level.

Click Delete.

e
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Designer Tab Guide

This tab contains all the CRUD operations to be performed by user on tables in the
database schema. The user can select the desired database schema available in the
database schema dropdown. It has two sections:

s Table Definition
= Query Builder

Make sure the user has sufficient permissions before performing any action in the
designer tab.

Table Definition

This tab allows the user to see the basic definition of the Database table in a simplified
format presented in a tabular form.

To view a table's definition, select the required table from the list of tables from the left
pane of the screen. Clicking on the table name will load the definition on the display
screen under the Table Definition tab.

Query Builder

This tab holds the functionality for data manipulation. Functions include Querying
records to creation, modification and deletion of records.
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Data Selection
To Query records from a table:

1. Select the table from the list of tables on the left pane of the screen

ORACLE o
L) &
A

4 e 5 e

2. Enable join if the join operation is necessary.
3. Select the table to which the join is to be done, select the same table as selected in
(1) to do a self-join.

4. Select the columns which are to be displayed in the column filter. Only the column
names on the right side of the box will be displayed. If all columns are to be
displayed, do not move any columns to the right box.

sy’
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5. Select the row filter.

Note: The row filter is applied only to the first two columns in the
table, so reorder the columns such that the ones that have to be used
as row filter are in the two positions.

i B T
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6. Set the page limit, this is the number of records that are to be displayed on one
page, the remaining records will be paginated and displayed upon request.

7. The Sort by drop down list works if there are columns selected for a column filter.
Select the desired column, and then select the sort order, ascending or descending.

i 1 B

8. Click on the run button * to get the Query results using the settings configured
earlier.

9. Theresetbutton * sets the settings back to default.

10. The copy query button ® is used to copy the GET query generated in the "GET"
box. Click on the button and the link is copied. Paste the link in a browser and
press enter/return to execute the query.

Data Insertion
To insert the data in the table:

1. The query results from the GET call are displayed here in an editable tabulated
format.
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To insert a record click on the insert record button ™
In the pop-up, enter the data. Make sure to enter all values for not null columns.
Click Insert.

The record will be successfully inserted after validation.

acnon

Data Modification
To modify existing data, select the data from desired table.

1.
2.
3.

Double click on the record to be modified
Edit the contents

Press escape on the keyboard to exit edit mode and click on the save button H to
save the changes.

Message - Record updated successfully will be displayed after validation

Bulk Updations of Data
The option is available to update bulk records on selected data. To bulk update

column(s):

1. In the bulk update collapsible pane one or more columns for all records in the
queried table can be updated with a single value, if the column is not unique.

2. Select the checkbox of the required column to enable edit mode.

3. Enter the data as necessary.
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4. Click the Bulk Update option ®***== to update the selected columns for all the
records in the table.

5. Records will be updated after successful validation of data.

Data Deletion
This option is available to perform individual and bulk deletions of records.

Individual Delete - To delete a single record, click the delete button % on the
corresponding record.

Bulk Delete -To delete all records, click the delete all button ™ and confirm once the
confirmation dialog pops up.

The number of records deleted message will be displayed upon successful deletion of
records.
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